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1. Svrhaicilj

Ovom se uputom prikazuje nacin instalacije Fina Root CA certifikata na razlicitim internetskim
preglednicima (Internet Explorer, Google Chrome, Mozilla Firefox). Cilj je uspostavljanje povjerenja
u izdavatelja certifikata kako se ne bi prikazivale upozoravajuée poruke sa donjih ekrana.

Poruka Internet Explorera:

e
l-.@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
Server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

=
& Continue to this website (not recommended).

= More information

Slika 1 — Upozorenje na nepovjerenje u izdavatelja certifikata

Poruka Google Chrome-a:

Vasa veza nije privatna

Mapadaci moZda pokusavaju ukrasti vase podatke s web-lokacije mojcert.fina.hr (na
primjer, zaporke, poruke ili kreditne kartice).

Sakri) napredno Matrag u sigurnost

PosluZitelj nije mogao dokazati da je mojcert.fina.hr; operativni sustav vaseg racunala
smatra da njegov sigurnosni certifikat nije pouzdan. To moZe biti uzrokovano pogresnom
konfiguracijom ili napadom na vasu vezu.

Idi na web-lokaciju mojcert.fina.hr (nije sigurno)
Slika 2 - Upozorenje na nepovjerenje u izdavatelja certifikata




Poruka Mozilla Firefox-a:

This Connection is Untrusted

)
l

You have asked Firefox to connect securely to mojcert.fina.hr, but we can't confirm that your
connection is secure,

MNormally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

What Should I Do?

If you usually connect to this site without problems, this error could mean that somecne is trying to
impersonate the site, and you shouldn't continue,

| Get me out of here! |

Technical Details

I Understand the Risks

Slika 3 - Upozorenje na nepovjerenje u izdavatelja certifikata

2. Podru ¢je primjene

Radna uputa se primjenjuje za sve klijente koji trebaju preuzeti digitalne certifikate Fine kao i
klijente koji koriste internet transakcije zasti¢ene Fina digitalnim certifikatima.

3. Pojmovi i skra éenice

Skracenica Puni naziv Obja3njenje

Digitalni certifikat Digitalni certifikat EIektron_|E: k.' |d_e ntitet u raznim
elektronickim interakcijama
Certifikat kojim su

Fina Root CA Korijenski certifikat izdavatelja | subordinirani certifikati
izdavatelja

Fina RDC 2015 Subordinirani CA certifikat Certifikat .k.oj'm Su potpisani
RDC certifikati

Fina RDC-TDU 2015 Subordinirani CA certifikat Cert|f|kat_k_01|n_q Su potpisani
TDU certifikati

4. Preduvijeti za instalaciju Fina Root CA i subordi  niranih digitalnih certifikata

Da bi se Root i subordinirani CA certifikati instalirali u operativni sustav/internet preglednik,
potrebno je zadovoljiti sljiedeée preduvijete:

- racunalo sa Windows / Linux operativnim sustavom
- omogucena internet veza



5. Preuzimanje Fina Root CA digitalnog certifikata

Fina Root CA certifikat moZe se preuzeti sa web stranica Fine (http://www.fina.hr/finadigicert). Na
toj stranici potrebno je pronadi link ,,CA certifikati®:

- C | [ www.fina.hr/finadigicert

Tradicija. Inovativnost. Partnerstvo.

GRABANI

POSLOVNI SUB.JEKTI

DIGITALNI CERTIFIKATI KAKO DO DIGITALNIH
CERTIFIKATA

Fina - Registar digitainih ¢ ertifikats

Reqistracils korianika i podnoienie zahtieva

Digitaini certifikati

imanie cerlifikata | programske

Vremenski Zig

tertifikata

v i suspenziia ¢ ertifikata

Lists ppozvanih cerifikats Obnova cedifkata

& ¢ erfifikal R . .
e Promiena podetaka u ¢ ertifikatu

Aativa | dokumenti R .
= S Reagistratiiski uredi Fine

Slika 4 - Link na CA certifikate

Nakon toga pojavljuje se ekran sa prikazom linkova sa kojih se mogu preuzeti Fina Root CA, Fina
RDC 2015 i Fina RDC-TDU 2015 certifikati (za certifikate izdane tijelima drzavne uprave) u
razli¢itim formatima:

NOVI RDC 2015 CERTIFIKATI ( SHA-256)

Fina Root CA (samopotpisni roct CA certifikat)
(SHA1: 62:02:bf 16:9a:.72.7f.a6:7e.dD.ce c6.6b78.2b:83.22:61:26.e8)
Catum zdavanja; 24.11.2015.

Fina Root CA (samopotpisni roct CA certifikat) - DER e —

Fina Root CA (samopotpizni root CA certifikat) - PEM

Fina Root CA (samopotpisni roct CA certifikat) - TXT

Fina RDC 2015 (subordinirani C& certifikat)
(SHAT: d8:85:43:90:c T:6c :Sb: 71 f0: 40:4F. 3. 76 fc . 38:fd.T3.78.7d: 08)
Datum zdavanja: 25.11.2015.

Fina ROC 2015 (subordinirani CA certifikat) - DER -=—_:::__::I

Fina RDC 2015 (subordinirani CA certifikat) - PEM

Fina RDC 2015 (subordinirani CA certifikat) - TXT

Fina RODC-TOW 2015 (subordinirani CA ¢ ertifikat)
(SHAT: 11527 38:06:4b:fa:95:1e:45:b2:f3:5¢ :de: 31.d5:13:31:35:c d)
Datum zdavanja: 25.11.2015.

Fina RDC-TOU 2015 {subordinirani CA certifikat) - DER —=::::__]:I
Fina RDC-TOU 2015 (subordinirani CA cerifikat) - PEM

Fina RDC-TDW 2015 (subordinirani CA certifikat) - TET

Slika 5 — Prikaz linkova Root certifikata



Potrebno je odabrati link ,Fina Root CA (samopotpisni root CA certifikat) - DER" ¢ime Ce se
preuzeti Fina Root CA certifikat. Preuzeta datoteka ima naziv FinaRootCA.cer i najceS¢e Ce se
nakon preuzimanja pronaci u mapi Downloads:

¥ Downloads »

i Share with = Burn Mew folder
Mame Date modified
5! FinaRDCCA2015.cer 27112015, 10:52
&l FinaRDC-TDUCA2015.cer 27.11.2015. 1052
] FinaRootCA.cer 27112015, 1051

Slika 6 — Pohranjeni CA certifikati



6. Instalacija preuzetog Fina Root CA certifikata

6.1. Instalacija u Internet Explorer

Da bi se Fina Root CA certifikat certifikat instalirao u Internet Explorer, dovoljan je dvostruki klik na
datoteku FinaRootCA.cer. Nakon toga otvara se ekran gdje treba potvrditi odabir sa tipkom ,Open*:

Open File - Security Warning L ﬁ

Do you want to open this file?

Mame: Dp\UsersizspoljariciDownloads\FinaRootCA.cer
] Fublisher: Unknown Publisher
Tvpe: Security Certificate
From: D:\Users'zspoljaric\Downloads \FinaRootCA, cer

[Qpﬁr]ﬁcancelq

[7] Always ask before opening this file

P 3 3 While files from the Intemet can be useful, this file type can
":'_P)f potentially ham your computer. f you do not trust the source, do not
b open this software. What s the sk ? /|

L i pr— =

Slika 7 — Instalacija CA certifikata
Na sljedecem ekranu omogucena je instalacija certifikata:

Eert_i__ﬁca te I.ﬂ,l

General | Detais | Certification Path |

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

» All issuance policies
» All application policies

Issued to: Fina Root CA

Issued by: Fina Root CA

valid from 24, 11, 2015 to 24, 11. 2035

Inztall Certificate. .. Issuer Statement

Learn more about e

Slika 8 — Instalacija CA certifikata



Zapocinje import root certifikata gdje je potrebno odabrati tipku ,,Browse” kako bi se ru¢no odabralo
mjesto pohrane ovog tipa certifikata:

Certificate Import Wizard - M

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(71 Automatically select the certificate store based on the type of certificate i

i@ Place all certificates in the following store

Certificate store: J

Browpse...
5

Learn mare about cerbificate stores

<Back || Next> | | Cancel

Slika 9 — Instalacija CA certifikata

Ovdje ¢e se prikazati mape gdje je potrebno odabrati , Trusted Root Certification Authorities*

Select Certificate Store [

Select the certificate store vou want to use,

| Personal
i Trusted Root Certification Authorities
| Enterprize Trust

| Intermediate Certification Authorities

| Active Directory User Object

i | Trumted Puhblizhers

< | m | »

T

[7] show physical stores

0K ‘:! Cancel

Slika 10 — Odabir mjesta instalacije CA certifikata




Nakon odabira mape pohrane pojavit ¢e se ovaj ekran:

Certificate Import Wizard w
: . — [

L]

Completing the Certificate Import
Wizard

?., aJ The certificate will be imported after you dick Finish.

c—-_:;vdw You have spedfied the following settings:

Certificate Store Selected by User V== v d o il

Content Certificate

£ L] | ]

<Back || Fmsh | [ cancel

Slika 11 — Zavr3etak instalacije CA certifikata

Na kraju se pojavljuje ekran gdje je potrebno potvrditi instalaciju certifikata

Security Warning | |

I You are about to install a certificate from a certification authority
= (CA) claiming to represent:

Fina Root CA

Windows cannot validate that the certificate is actually from
"Fina Root CA". You should confirm its origin by contacting "Fina
Root CA". The following number will assist you in this process:

Thumbprint (shal): 6202BF16 9AF27FA6 TEDOCECE 6B782B83
. 226126E9

Warning:

If you install this root certificate, Windows will automatically trust
any certificate issued by this CA. Installing a certificate with an
unconfirmed thumbprint is a security risk. If you click "Yes" you
acknowledge this risk.

Do you want to install this certificate?

L Yes Mo R

i

Slika 12 — Zavr3etak instalacije CA certifikata



Ovime se zavrSava postupak instalacije Fina Root CA certifikata u certifikacijski spremnik Microsoft
Windows operativhog sustava koiji koristi i Google Chrome preglednik te za njega nije potrebno

dodatno podeSavanije.

6.2. Instalacija u Mozilla Firefox

Da bi se Fina Root CA certifikat instalirao u Mozilla Firefox preglednik, nuzno je prvo pokrenuti
Firefox te zatim otvoriti izbornik sa slike te odabrati ,Open options*:

B ¥+ A& O

Cut Copy Paste
- 100% +
Mew Window  Mew Private Save Page
Window
-
& 0
-

Print History Full Screen

— 0P Open aptions [ o<

©

Y

Developer

€3 Signinto Sync

ﬁ Customize @ &)

Slika 13 — Importiranje CA certifikata

Na sljedecoj slici potrebno je odabrati ,Advanced” kako bi se dobila mogucnost upravljanja
digitalnim certifikatima:



General General

Search

Content Startup
R Always che
Applications

Firefox is n

When Firefox st3

Home P3

Advan

Slika 14 — Odabir Advanced opcije
Sada je potrebno odabrati ,Certificates” te zatim ,View Certificates":

B Genera Advanced

General Data Choices Network Update Certificates

When a server requests my personal certificate:
Select one automatically

@ Ask me every time

Sync

v | Query OCSP responder servers to confirm the current validity of certificates

Advanced
View Q{giﬁcates Security Devices

Slika 15 — Odabir opcije “View Certificates”

Pojavljuje se ekran sa certifikatima gdje je potrebno odabrati Authorities i zatim ,Import* kako bi se
napravio import root certifikata:



Certificate Manager ﬁ

Your Certificatesl Peupleiﬁewersl Authorities | Dthersi

You have certificates on file that identify these certificate authorities:

Certificate Mame Security Device =)

14(6) 2005 TORKTRUST Bilgiltisim ve Bifim .. Jie
TURKTRUST Elektronik Sertifika Hizmet Sa... Builtin Object Token L4

4 A-Trust Ges, f. Sicherheitssysterne im elekdr. ...
A-Trust-nQual-03

AAC Camerfirma 5.4,

Builtin Object Token

Chambers of Commerce Root - 2008 Builtin Object Token
Glebal Chambersign Root - 2008 Builtin Object Token
4 AC Camerfirma 5A CIF ARZT43287
Chambers of Commerce Root Builtin Object Token R
View,.. Edit Trust... Import... Export... Delete or Dhstrust...

Slika 16 — Odabir opcije “View Certificates"

Odabirom opcije ,Import* potrebno je odabrati datoteku koja je prethodno preuzeta
(FinaRootCA.cer) te se zatim prikazuje sljedeéi ekran:

— R
Downloading Certificate &J

You have been asked to trust a new Certificate Authority (CA].

Do you want to trust "Certificate Authority (unnamed)” for the following purposes?
[¥] Trust this CA to identify websites.

(7] Trust this CA to identify email users,

[V Trust this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available),

View Examine CA certificate

| CIKI: | Cancel

Slika 17 — Odabir importa certifikata
Ovdje je potrebno ukljuciti sve opcije kako bi se uspostavilo povjerenje u certifikat izdavatelja.

Nakon toga se na popisu certifikata nalazi i Fina Root CA certifikat:




Upravitelj certifikata M

Vasi certifikati | Osobe | Poslufitelji | Agencile | Drugi |
Irnate certifikate na datoteci koji identificiraju sljedece nadleine agencije:
Maziv certifikata Sigurnosni ureda) 8
Equifax Secure eBusiness CA-1 Builtin Object Token o
aFIMNA
RDC - FIMNA Programski sigurnaosni uredaj
4 Financijska agencija T
Fina Root CA Programski sigurnosni uredaj i
4 Generalitat Valenciana
Root CA Generalitat Valenciana Builtin Object Teken
4 GeoTrust Inc,
GeoTrust Primary Certification Authority... Builtin Object Token =
Pogled... Uredi povjerenje... Lhyezi... Irvoz... | Obrigi il ne vjeruyj...

U redu |

Slika 18 — Prikaz importiranog certifikata

Ovime je zavrSen proces importa certifikata te se poruka o nepovjerenju u certifikat izdavatelja
nece viSe prikazivati.

Postupak instalacije subordiniranih CA certifikata potrebno je provesti na isti nacin.



